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NEW QUESTION: 1
Which choice below is NOT a security goal of an audit
mechanism?
A. Review patterns of access to individual objects
B. Review employee production output records
C. Discover when a user assumes a functionality with privileges
greater than his own
D. Deter perpetrators attempts to bypass the system protection
mechanisms
Answer: B
Explanation:
The audit mechanism of a computer system has five important
security goals:
1.The audit mechanism must allow the review of patterns of
access to individual objects, access histories of specific
processes and individuals, and the use of the various
protection mechanisms supported by the system and their
effectiveness.2
2.Allow discovery of both users and outsiders repeated attempts
to bypass the protection mechanisms.

3.Allow discovery of any use of privileges that may occur when
a user assumes a functionality with privileges greater than his
or her own, i.e., programmer to administrator. In this case,
there may be no bypass of security controls, but nevertheless,
a violation is made possible.
4.Act as a deterrent against perpetrators habitual attempts to
bypass the system protection mechanisms. However, to act as a
deterrent, the perpetrator must be aware of the audit
mechanisms existence and its active use to detect any attempts
to bypass system protection mechanisms.
5.Supply an additional form of user assurance that attempts to
bypass the protection mechanisms that are recorded and
discovered.3 Even if the attempt to bypass the protection
mechanism is successful, the audit trail will still provide
assurance by its ability to aid in assessing the damage done by
the violation, thus improving the systems ability to control
the damage.
Source: NCSC-TG-001 AGuide to Understanding Audit in Trusted
Systems [Tan Book], and Gligor, Virgil D., Guidelines for
Trusted Facility Management and Audit, University of Maryland,
1985.

NEW QUESTION: 2
Refer to the exhibit. While troubleshooting a connectivity
issue, you executed a traceroute that returned the given
output. Which conclusion can you draw about the problem?
A. The destination is too busy.
B. Packets are being fragmented.
C. An ACL is blocking traffic.
D. The PDUs transmitted errors.
Answer: A

NEW QUESTION: 3
An attacker crafts a message that appears to be from a trusted
source, but in reality it redirects the recipient to a
malicious site where information is harvested. The message is
narrowly tailored so it is effective on only a small number of
victims.
Which of the following describes this?
A. Spear phishing
B. Vishing
C. Phishing
D. Smurf attack
Answer: A
Explanation:
Explanation/Reference:
Explanation:
Spear phishing is an e-mail spoofing fraud attempt that targets

a specific organization, seeking unauthorized access to
confidential data. As with the e-mail messages used in regular
phishing expeditions, spear phishing messages appear to come
from a trusted source. Phishing messages usually appear to come
from a large and well-known company or Website with a broad
membership base, such as eBay or PayPal. In the case of spear
phishing, however, the apparent source of the e-mail is likely
to be an individual within the recipient's own company and
generally someone in a position of authority.

NEW QUESTION: 4
Whenever a user's machine is turned on, a black screen appears
prompting the user for an administrative password. The
technician has no such password on file for this machine. Which
of the following steps should the technician take to resolve
this issue?
A. Press and hold the CPU power button for five seconds, and
then power back on.
B. Disconnect and reconnect the internal hard drive.
C. Remove the CMOS battery and reinsert it after ten seconds.
D. Remove the motherboard and place it back into the machine
after ten minutes.
Answer: C
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