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NEW QUESTION: 1
A company runs multiple Windows virtual machines (VMs) in
Azure.
The IT operations department wants to apply the same policies
as they have for on-premises VMs to the VMs running in Azure,
including domain administrator permissions and schema
extensions.
You need to recommend a solution for the hybrid scenario that
minimizes the amount of maintenance required.
What should you recommend? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:
Explanation:
Explanation
Box 1: Join the VMs to a new domain controller VM in Azure
Azure provides two solutions for implementing directory and
identity services in Azure:
* (Used in this scenario) Extend your existing on-premises
Active Directory infrastructure to Azure, by deploying a VM in
Azure that runs AD DS as a Domain Controller. This architecture
is more common when the on-premises network and the Azure
virtual network (VNet) are connected by a VPN or ExpressRoute
connection.
* Use Azure AD to create an Active Directory domain in the
cloud and connect it to your on-premises Active Directory
domain. Azure AD Connect integrates your on-premises
directories with Azure AD.
Box 2: Set up VPN connectivity.
This architecture is more common when the on-premises network
and the Azure virtual network (VNet) are connected by a VPN or
ExpressRoute connection.
References:
https://docs.microsoft.com/en-us/azure/architecture/reference-a
rchitectures/identity/
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Answer: C

NEW QUESTION: 3
Ann has recently transferred from the payroll department to
engineering. While browsing file shares, Ann notices she can
access the payroll status and pay rates of her new coworkers.
Which of the following could prevent this scenario from
occurring?
A. Continuous monitoring
B. Separation of duties
C. Credential management
D. User access reviews
Answer: D
Explanation:
In addition to assigning user access properly, it is important
to review that access periodically. Access review is a process
to determine whether a user's access level is still
appropriate. People's roles within an organization can change
over time. It is important to review user accounts periodically
and determine if they still require the access they currently
have. An example of such a scenario would be a network
administrator who was responsible for the domain controller but
then moved over to administer the remote access servers. The
administrator's access to the domain controller should now be
terminated. This concept of access review is closely related to
the concept of least privileges. It is important that users do
not have "leftover" privileges from previous job roles.
Incorrect Answers:
A. Credential management is the management or storage of
usernames and passwords. Credential management w ould not
prevent Ann from accessing the payroll files. Therefore, this
answer is incorrect.
B. Continuous monitoring implies an ongoing audit of what
resources a user actually accesses. Continuous monitoring w
ould enable you to see that Ann can access the payroll files.
It does not prevent access though. Therefore, this answer is
incorrect.
C. Separation of duties policies are designed to reduce the
risk of fraud and to prevent other losses in an organization by
requiring more than one person to accomplish key processes.
Separation of duties would not prevent Ann from accessing the
payroll files. Therefore, this answer is incorrect.
References:
Stewart, James Michael, CompTIA Security+ Review Guide, Sybex,
Indianapolis, 2014, p. 154
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